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1. Introduction and Purpose
This Data Security and IT Policy outlines how Chambers Film and Media protects its information assets, technology systems, and client data. It is designed to support our Cyber Essentials accreditation and comply with UK data protection legislation, including the Data Protection Act 2018 and the UK GDPR.
1.1 Scope
This policy applies to all staff, freelancers, contractors, and third parties who access Chambers Film and Media’s data and systems.
1.2 Policy Objectives
Our key objectives are to:
· Protect confidential client data and creative content
· Maintain the integrity and availability of our IT systems
· Comply with legal and regulatory obligations
· Uphold business continuity and our professional reputation
· Align with the Cyber Essentials framework
1.3 Data Privacy and Security Principles 
Transparency: We are committed to providing clear and concise information about how we collect, process, and protect data within our company.  
Compliance: We adhere to all applicable laws and regulations governing data protection, including but not limited to the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.  
Purpose Limitation: We collect and process data only for specified, explicit, and legitimate purposes, ensuring that it is not further processed in a manner incompatible with those purposes. 
Data Minimisation: We collect and retain only the minimum amount of data necessary for the purposes for which it is processed.  
Integrity and Confidentiality: We maintain the integrity, security, and confidentiality of data by implementing appropriate technical and organisational measures to prevent unauthorised access, disclosure, alteration, or destruction.
2. Data Security
2.1 Data Classification
To ensure appropriate protection of our data, we classify and manage information according to sensitivity and risk.
· Public: e.g. marketing materials, published content
· Internal: e.g. business plans, employee records
· Confidential: e.g. client contracts, unreleased content, personal data
· Restricted: e.g. legal documents, financial records, security credentials
2.2 Data Security and Privacy
Confidential and Restricted data is encrypted both in transit and at rest. Physical media containing sensitive data is securely stored and disposed of when no longer needed. 
All personal data is processed with a lawful basis, data subjects' rights are upheld, and privacy impact assessments are required for high-risk activities. Data breaches must be reported within 72 hours, and consent management is maintained where applicable.
2.3 Data Retention 
​​￼​​￼​​￼​We will not keep personal data for any longer than is necessary. We communicate with any interviewees/media subjects exactly how long their data will be stored for. When determining how long to keep personal data we consider factors such as: 
· Legal obligations under applicable law to only retain data for a certain period of time.
· The maximum time needed to achieve the goal for which we collected the data in the first place. 
· The security risk of the data. 
As standard, we delete client data 30 days after project completion and contract sign-off unless otherwise agreed.
3. Access Control
We follow the principle of least privilege, meaning users are only granted access essential for their roles. Access is role-based and reviewed regularly. Access to data will be restricted based on its classification. Confidential data will be accessible only to authorised personnel, while restricted data will have controlled access levels. Public data will be freely accessible.
4. User Management
Two-factor authentication is used across all systems, including email, cloud storage, and hardware. All users have unique accounts; default passwords are changed immediately, and accounts are locked after multiple failed attempts. Access is removed promptly upon termination. Remote access is restricted but, when required, is only permitted through VPN on company-approved devices with multi-factor authentication. Remote devices must be updated and secure.
5. Hardware and Network Security
We maintain properly configured firewalls with deny-by-default settings and regular logging. Our devices are configured according to security baselines, unnecessary services are removed, and administrative privileges are restricted. Password policies are enforced, and we avoid guest or shared accounts. Anti-malware software is installed on all devices, with real-time scanning and automated updates. Security patches are applied as soon as released, and we maintain an inventory of software and hardware. These measures support our Cyber Essentials certification.
6. Device and Equipment Security
We use MacBook Pro devices equipped with built-in firewalls, FileVault encryption, and malware protection. Firewalls are always active and restrict unauthorised access. All operating systems are updated promptly. Screens auto-lock after 30 seconds, and disk encryption is standard across all devices. Data is backed up regularly to external drives and cloud storage. End-of-life devices are securely wiped. 
Although no company phones are used, we ensure no sensitive communication is conducted via personal mobile devices. For removable media, we use encrypted and pre-approved devices such as SanDisk. All media is scanned for malware and securely disposed of when no longer needed.
7. Security Controls
We use version control systems with metadata tagging for creative content. Master files are securely stored and backed up. Watermarking and digital rights management are applied when necessary. Unreleased content is protected with controlled access and chain-of-custody documentation. For location shoots, we maintain a checklist of on-site security protocols, equipment tracking, and enforce confidentiality agreements. 
Secure communication tools such as Signal are used for sensitive discussions. Client projects are managed in isolated environments with distinct access controls. Client collaboration is handled securely via Microsoft Teams or other approved communication tools and required per project.
8. Incident Response 
We operate a 24/7 incident reporting channel. Incidents are classified and escalated appropriately, with post-incident reviews conducted to inform improvements. Critical data is backed up regularly, and disaster recovery plans are tested and updated as needed. We define recovery time objectives for critical systems and ensure staff are aware of emergency procedures. In the event of a data breach, immediate containment actions are taken, and the ICO is notified within 72 hours if necessary. Affected individuals are informed in line with GDPR obligations. We have procedures in place for public communication and legal compliance.
9. Third Party Management
We conduct due diligence on third-party vendors, including reviews of their data breach history and security credentials. We use cloud services that ensure strong encryption, access control, and compliance with data sovereignty laws. We ensure data portability, retention, and deletion capabilities are in place, and our cloud providers are regularly reassessed.
10. Compliance
All employees are provided with targeted security training. We carry out annual Cyber Essentials recertification and periodic internal and external audits. This policy is reviewed annually or following any significant changes. Staff are notified of updates, and version control is maintained.
Breaches of this policy result in disciplinary action appropriate to the severity of the incident. Investigations are launched immediately, and legal steps are taken where necessary. 
11. Statement
All Chambers Film and Media staff, including freelancers and contractors, are required to comply with this policy. They are responsible for maintaining the confidentiality, integrity, and availability of company and client data at all times.
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